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Introducti on

The Lincoln Laboratory IBM 360/67 is connected to the ARPA network and acts
as a scrving host providing access to the CP-67 virtual machine operating system.
Upon completion of the Login procedure, uscrs have control of a 360 virtual
machine through a virtual 4052 online console. Attached to the virtual machine
is a virtual card reader, card punch and line printer, and a number of disk
storage devices. The 360 virtual machine can be cither a virtual 360/67

with dynamic address translation hardware or a standard System/360. Most
users run a standaxrd 360 with 256K bytes of virtual memory and operate the
CMS conversational monitor system. CMS provides facilities for file creation,
maintenance and manipulation, program devclopment, debugging and execution,
and a number of other useful utility functions. The scction in the Network
Resource Notcehbook on the Lincoln Laboratory 360/67 moxe fully describes the

facilitics available.

Network Control rogram

All communications with the 360/67 thiough the IMPare processed hy a Network
Control Program (NCD. The NCP operates with the Tost-Host Mrotocol described

in the Network Working Group Document No. 4 dated 3 August 4970.



Initial Connection Protocol

To create a virtual machine from the network, a pair of conncctions must be

made with the LOGGER. The sockets to be used are assigned following the

Initial Connection Protocol (ICP). The LOSGER is cnabled and waiting for an

RTS control command for socket X'0A 0000 01'. This ICP socket corresponds

to home X'0A', user )&'0000', and tag X'01" (send gender). Requests for .
conncction on the ICP socket are stacked until it becomes free. If the LOGGER

is willing to service another network user, a 32 bit socket ID of a receive socket will X
be sent over this initial connection and the ICP socket will then be closed.  If

the LOGGER is not &vil].ing to sexrvice another network user, it will not complete

the initial connection for the ICP socket and will refuse the request by closing the

conncction without complceting it. i

LOGGER Protocol

Once a pair of user sockets have been assigned, the connection protocol should
L2 Slinpaclod dii litac oulheto. Tue LOUOULN UICH EXJICCLS TO TCCeLve (on the
recejve socket) one 8-bit byte indicating the data type which characterizes the
transmission code used to communicate \vith. the network user over this pair of
sockets. A code of X'01' implics 7 bit ASCII code in 8-bit bytes with the leading
bit zero. A code of X'02' implies 8-bit EBCDIC code. When the data type code
is reccived, the LOGGER will ccho back the data type code over the send socket

followed by the message:

LINCOLN LABORATORY CP-67 ONLINE NI
in the appropriate code. (In ASCH, NL is transmitted as CR LJI%),

The procedure continues according to the noxmal CP-67 Togin protocol with the
LOGGER performing an additional function of mapping network userids and
passwords into valid CP’-67 uscrids and passwords. This mn'pping is specificd by
cntyics in a file (the LOGGER FILY) which the LOGGER accesses. If a network

uscrid does not match an entry in the file ov if the password given does not match



the corresponding network password, the usual CP responses will be sent to
the users. Thus network access to the Lincoln Laboratory system is
restricted to those accounts for which an appropriate entry has been made in

the LOGGER FILLE

It should be noted that CP transmits a BYP code (Bypass) to suspend the printing of
characters keyed while a password is being entered. Aftex the password ha;: been
entered, CP transmits a RES code (Restore) to resume the printing when characters
are keyed. When communicating in ASCI], these character codes are converted to
X'FR' since no corresponding ASCII code is defined. Refex to the Network Resourxce .

Notebook for more details on CP-67 and on CMS. .

The NET Account

Lincoln Laboratory is providing aqne account which can be used by. ngtwork users
to familiarize themselves with our time—sharing system. The userid of this
account is NET and the password is ARPA. This account has 900 rccords of
storage, which can store approximately 720, 000 characters. NET users are free

to ERASE any file on this account since many different people may use the account.

The SERVER Protocol

CP-67 operates on a line at a time, i.c., a group of characters are processced as
a linc and not as a sequence of individual characters. Also, the system docs
normally buffer input lines, thatis, input is not normnﬂy centered until requested
by a rcad from the system. With IBM 2741 oxr 41052 terminals, the keyboard is
lqcked until a read is requested. The virtual texrminals through which network
uscrs have access to the CP-67 system have been designed to su];pm‘t cither a
line oriented terminal or a character oriented terminal. When CP requests a
Jinc of input, the SERVER transmits a prmﬁpung code X'80°. This character can
be used to signal a user proé.(.'ss to change transmission modes and to transmit an
input }ine. Characters received by the SERVIEER are bhuffered until a NL character
is recceived.  Lines received can then be used to satisfy CP requests for an input

linc.

CPmay send out lines which may or may not end with a NL character. If a line
docs not end with a NL chavacter, the prompting character will nsually be sent

: : : S
following the output Jine to request jnput. toa CP process.
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When a user wishes to in('crrupt.a CP process, i.c., to change modes, an

interrupt code X'Sk)' should he sent to the SERVER.  “This code will vesult in an
asynchronous interrupt being sent to the rumning process, simulating the pressing
of the 'attention' button on a 2741 terminal. Together with the transmission of the
interrupt code, the user should cause an INS to be scnt over the send link. This
signal will be synchronized withthe interrupt code. If the interrupt code has not
yet been reccived and processed, all characters buffered and those received before
the receipt of the interrupt code will be flushed, i.e., deleted. When the intcexrupt
code is received, it will be paired with the previously received INS. If an INS

is received after an interrupt code has been received and proclcssed, the INS will

be paired with this previously received interxrupt code.

If CP has a line to send to a user after it has requested an input line but before it
has received any input, the SERVER will transmit an INS on the user's receive link
to notify the user that the previously sent prompting character should be retracted
and that a line has been or will be sent to the user. This message line is called a

"warning".

Graphic and Control Codes

Figure 1 gives the 8-bit codes for the EBCDIC graphics and controls. Figurc 2 gives
the 7-bit codes for the ASCII graphics and controls. The controls arc tabulated and
compared in Figure 3. The standard interpretations of the ASCII controls are given in

Figuve 4.

Thexre are 4 ASCII codes which do not have a corresponding graphic ox control in the

EBCDIC code. The EBCDIC codes given to these codes are as follows:

Asain f - Hex Code
Symb(ﬂ ASCII EBCDIC
Doa 45 | aa
N 60 70
N e
A SE )




There arc 29 EBCDIC graphics codes and 19 EBCDIC contr(;l codes which do not

have a corresponding graphic or control in the ASCH code. Iu addition, there are

84 othey EBCDIC codes whose interpretation is unspecificd. Four of thesc codes have
been chosen to correspond to the ASCII control and ASCII graphics which do not have
a corresponding EBCDIC code. When convcrtiﬁg EBCDIC codes to ASCII codes,

the remaining 80 codes plus the 29 EBCDIC graphics and 18 EBCDIC controls (not

counting NL) are converted into the code X'FEF'. The NL character is treated

specially. The NL character, EBCDIC code X'15%, is converted into the two
character scquence CR LY, i.e., ASCII X'0D 0A'. As stated above, the code -

X'80" is transmitted as a prompting character whenever CP rdquests an input line.

On converting {rom ASCII to EBCDIC, if any code other than the 128 ASCI codes,
or the interrupt code, X'80', is rcceived, it is converted to the code X'FIF'. In

¥
addition, whenever the two ASCII characters CR LI are found sequencially in the

input strcam, they arc converted into the single EBCDIC character NL.
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Figure 1.
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ERROR (M)
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Figurc 3

FUNCTION

Nuli

Start oi Heading
Start oi Text
End of Text
Punch Off
borizontal Tab
Lower Case
delete

Start of Manual Message
Vertical Tab
rora Feed
Carriaye Retuzrn
Shift Out

Snirt In

Data Link Escape
Device Control 1

eV ict CONTLoY 2

Tape Hark
Restore
hew Line
Bacxspace
Idle
Cancel
Fnd oF fedium™

i

- Cucsexr Control

Custoner Use 1

Tnta Tyold QL_,I\:zrai*nr
info. Group Scparator
Info. Record Scparator
Info Unit Separator
Digit Select

Start of Significance
Fiela Separatox

Bypass

Line Feed

End of Text Block
Lscape :

Set ijode

Customer Use 2

Enguiry

Acinowiedge

Bell ;
Synchronous Idle

Punch On

Reader Stop

Upper Case

End of Transmission
Customer Use 3

Device Control 4
Negative Acknowledge
Substitute,

Device Control 3

Control Iunctions Compared
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cc

IS

DC

(Communication Control). A functional character
rntended “te “control —ort tacilitatec  transmission of
information over coamnunication networks.

(format Effector). A functional character which
controls the layout or positioning or information in
printing or display aevices.

(Information Separator). A charactei whicn is used to
separate and gualify Jinformation in a legical senso.
There is a group or four such characters, which are to
be- used in a hierarchical crder.
(Device Control). A functional character used for the
control of ancillary devices associated with data
processing of telecommunication systens, nore
especially switehing devices Yon'' and “ofr."

5 {
(Edit and Mark). A ccntrcl charact2r used by the
System/360 Edit and BHarx (£EDiiK) instruction for the
formatting of alphanumeric fields.

(Grarhic Controly. 1A control character indicating that
the code combinations whica follloketare: to be
interpreted in a particular code table, depending upon
tae pacticular control eharacter.

(Customer Use). A character excluded from future
assignment by IBH. These ‘“protected!" codes are
intended ror use by customer systems so that their use
will not conflict with a possible rfuture IBM use.

Figure 3 (Continued)

Categories of Control Functions



NUL

SO

STX

ENQ

ACK

BS

HT

LF

(Nuil). The all-zc¢ros cnaracter wnich © may serve to
accomplisn time £1ll and aedia fill.

(Start of meading). A communication control character
used at the beginning oL a segueénce oL characters which

consticdte  a dcnlnu—ﬂeudlLle aadress or roucing
informatioa. Ssuch a seguence 15 rererred to as tne
neadilh . Ao S clidlEa @t O has tne effect of

—_——=

tefnirating a heading.

(tart off Dexa). A ccummunication control. claracter
¥nich precedges a sequence or cnaracters that 1s to b
treated 3s an entity anu  traasmnitted  tarouyh  to  the
vltinace aestination. Such a cecuence is rezerred to
as eyt SSTX oy sbotusedi e e tacmate & sequence oi
cnaraccers started by SOH. '

(£nd of Text). A commurication control cnafacter used

Lo toimdnatc "a s sequtlice el SechaFactersastarted with STX

and tiransnitted as an entity.

(Exd orf Idransmission). A cormunication control
character usea to indicate tre conclusioh of a
iransmission, which may nrave contained one or nore
texts anu any associated headings.

(Enquary). A consunication coutrol character used in
data cominnicatinn sveteme as a roanect far a reenanca
irom a remote station. It may be usea as a ""Hho hre
You! (WRU) to obtain identification, or may be used to
obtain station status, cr both.

(Acknowledge). A commnunication control character
transmitted by a receiver as an arrirmative response to
a sender. '

(Bell). & character for use when there as d need to
cail :or numan attention. It mwmay control alarm or
attention devices.

{(Backspace). A format effector wnich coatrols tne
movement of the printing position one printing qpace

-backward on tne same printing line (appllcablu als to

display devices).

(norizontal Tabulation). ° A format effector  wnich
controis the nmovement of the printing position to the
next in a series or predetermined positions along the
printing lire (applicable also to aisplay devices and
tne skip function on punched cards).

(Line Ffeed). A format eifector wnich controls the

moveémeat c¢I tne printing jositica to tne next printing
Ltine (also applicable to display devices).

Figure 4
ASCII Control Functions
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VT

)
o ¥

CR

DC1,

NAK

SYN

ETB

(Verticali Zlaoulation). 3 fenat . selifcctor which
controls the movement of the printing position to tne
next in a scries of predeterminca printing lines (also
applicablc to display devices).

(form Fewd). A format eirector which controls thae

rovement cf Ehe S SpEatanigs “positiion  te the First
predeteraiaed priating line on the next form or page
(also applicanle to display devices).

(Catriage #ioturn) o A feormdt: cof fector whilclr ccntrols
tne woveiwent of the printing position to the first
PRI pOSTtioN Jon dhel SgikG - pragiting . liawe @ (also
appiacapl e to~displiay devaces): '

Chift out )y 8 contiel chatagcter Apgicating  that the
code combinations wanich rollcw shall pe interpreted as
outside of the cnaracter set or the standard code table
until a Shirt In character is rcacaod.

(snitft Tn)<. A conbrol character —dindacatinyg -that - the
code combinations whicn follow shall be interpreted
accoraing to the standard code table. !

(Data Link Escape). A coamunication control character
which will change the meaning of a limitcd number of
contiguously followiny characters. It 5 used
svclusivelv rto  oproviae suvplementarv controls in-data
commwunicaticn networks.

pnc2, DC3, DPCU (Device Contrcls). Characters tor the
contfol o©f ancillary devices associated with data
processing or teleccraunication systenms, more
especrally switching devices "on'" and “oxf." (If a
single "stop" coatrol is requirea to interrupt or turn
ori aneiytlary  ——deovices; - BCA4 2iS the yreferred

assigument.)

(Jegative Acknowledge) . A communication control
characver transmitted by a receiver as a negative
resrornse to a sender.

(Syncaronous Idle). A coamunication control character
usea py a synchronous transmission system in the
assence of any other character to provide a signal fron
walcn synchronism may be acnieved or rcetained.

(End of Transmission Blcck). A comnunication control
cnaracter used to indicate.-tne end of a block of data
for ccumunication purposc¢s. ETB is used for blocking

"data where the block structure is not necessarily

related to the processing format.

Figure 4 (Continucd)
ASCII Control Functions
<=



CAn

SS

<]
199]
«

FS

Yeameel)is A contrel “chapactecr used o’ amdicate  that
the = data with whicn i1t ds sent is in error or is to be’
disreyaracd. S : ; S :

{knd of Medium). A control character -+associated with
tae sent ~data: which mays be  used to - ddentify the

pnysical end of the medium, or trne end of the gsea, or
vainted, _portion of iaformation record=3 on & medium.
(Tare position of tnis character does not necessarily
Correspond to the pnysical end of the¢ medium.)

(Start oxr Special Segquence). A control charecter used
to indicate the start of a variable lengtn sequence of
"characters which have siecial significance or which are
to have special handling.

(Escape2). & countrol character intended to provide code
extension (suprlementaryv characters) in aeneral
information interchange. The Escape character itself
is 'a prefix affecting the interpretation of a limited
nuaber oif contiguously following characters. .
(File Separator), G6S (Group Separator), kS (Record
Separator) and US (Unit Separator). These information
separators may be used within data in optional fashion,
except that the hierarchical relationship shall be: FS
iiss the most Anwclusive, then 65, then —KS,. “ana  US is
least inclusive. (The content and length or-a File,
Group, Record or Unit are not specified.)

(Delete) . 1This character is used primarily to “erase"
or "obiiterate™ erroneous or unwantea characters in
perfiorated: tape. (In the Strict sense, DEL 18 nolt a
contiol “ehapactocry) :

Figurc 4 (Continued)
ASCH Control Functions
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